Learn, Laugh and Love

SCHOOL ESAFETY POLICY

Harehills Primary School is committed to safeguarding and promoting the welfare
of all its pupils. We believe all staﬁ and visitors have an important and unique role

to play in staying safe online.

Whiting and Reviewing the e Safety Poli

The e-Safety Policy is part of the School Development Plan and relates to other policies including those for ICT,
bullying and for child protection.

The school will appoint an e-Safety Coordinator. This may be the Designated Child Protection Coordinator as the
roles overlap. It is not a technical role.

Our e-Safety Policy has been written by the school, driven by government guidance. It has been agreed by senior
management and approved by governors.

The e-Safety Policy was revised by: A. Berry, B. Hall Date: September 2015
It was approved by the Governors on: March 2015

The next review date is (at least annually): March 2016



Introduction
The school makes widespread use of modern technology in the belief and understanding that it can develop and

enhance all aspects of teaching and learning, as well as providing a preparation for life in a society where the use

of ICT is widespread.
The statutory curriculum expects pupils to learn how to locate, retrieve and exchange information using ICT.

This policy:

q applies to all users of ICT equipment, in its widest sense, whilst on school premises. It also applies to anyone
who uses school ICT equipment, software or electronic data whilst off the premises.

T forms part of the school’s Computing Policy and ICT Acceptable Use Policy (including pupils).
9 relates to other school policies including, child protection, behaviour and bullying.

i often refers to the internet due to this being the major concern. However, it should be noted that there are

other aspects of e-safety that need consideration.

It is difficult to consider every eventuality within this policy due to the nature of rapid technological change within
short timescales.

The main areas of risk for our school community can be summarised as follows:

Content:

ﬂ exposure to inappropriate content, including online pornography, ignoring age ratings in games (exposure
to violence associated with often racist language), substance abuse

i lifestyle websites, for example pro-anorexia/self-harm/suicide sites
91 hate sites, including those which could lead to radicalisation or extremism

9| content validation: how to check authenticity and accuracy of online content

Contact:

ﬂ grooming

q cyber-bullying in all forms

1 identity theft (including ‘frape’ (hacking Facebook profiles)) and sharing passwords
Conduct:

i privacy issues, including disclosure of personal information

q digital footprint and online reputation

9 health and well-being (amount of time spent online (Internet or gaming))

q sexting (sending and receiving of personally intimate images) also referred to as SGII (self-generated
indecent images)

copyright (little care or consideration for intellectual property and ownership — such as music and ﬂlm)

(Ref Ofsted Inspecting e-safety in schools April 2014)




Rationale

The purpose of this policy is to:

9] set out the key principles expected of all members of the school community at Harehills Primary School
with respect to the use of ICT-based technologies.

q safequard and protect the children and staff of Harehills Primary School.

9] assist school staff working with children to work safely and responsibly with the Internet and other
communication technologies and to monitor their own standards and practice.

9 set clear expectations of behaviour and/or codes of practice relevant to responsible use of the Internet for

educational, personal or recreational use.

9 have clear structures to deal with online abuse such as cyberbullying which are cross referenced with
other school policies.

9| ensure that all members of the school community are aware that unlawful or unsafe behaviour is

unacceptable and that, where appropriate, disciplinary or legal action will be taken.

9 minimise the risk of misplaced or malicious allegations made against adults who work with students.

Communication:

The policy will be communicated to staﬁ/pupils/governors/community in the following ways:

T
T

Policy to be posted on the school website

Policy to be part of school induction pack for all staff to read at the start of each new academic year/as
part of induction for new staff into school.

Acceptable use agreements discussed with pupils at the start of each year.

Acceptable use agreements to be held in classroom Investors in Pupils files and office files.




eSafety

The increased use of technology at work and at home exposes people to a number of risks and dangers. In its
simplest form e-safety is about ensuring people use electronic technologies in a way which will keep them safe

without limiting their opportunities for creation and innovation.

The Internet is fantastic for information and great for communication, but we all need to know how to use it safely.
The children are likely to have internet access in more than one place, so it is important to equip them with the

skills to handle  this technology safely.

E-safety is also about protecting the hardware and software we use from attack by unscrupulous people, who may

wish to cause disruption or commit illegal acts.

E-safety is also about protecting electronic data, our private, personal data and that of other people.

Resoonsibilit

The use of computer systems without permission or for purposes not agreed by the school could constitute a

criminal offence under the Computer Misuse Act 1990.

Everyone who uses ICT connected with the school has a responsibility to have a regard for e-safety. The
Government has placed a responsibility on the Governors and Management of the school to ensure that all
employees and pupils are aware of e-safety concerns and procedures, and that they receive training to raise their

awareness of the issues involved.

The teaching staff have a responsibility, as part of the statutory requirements of the curriculum, to teach e-safety.

Although the ultimate responsibility lies with the Governing Body and the Head teacher, the school will nominate:
1 an eSafety lead(s) within the computing team.
1 a Governor with responsibility for e-safety issues.

1  a member of the senior management team to deal with e-safety issues and e-safety complaints in particular.

The computing team will:

T oversee the development of this policy

oversee the implementation of this policy

advise the school management on e-safety issues

advise staff on e-safety teaching and learning resources
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be a point of contact for anyone connected with the school who has questions or concerns about e-safety

issues

9 be available to deal with general issues of e-safety that are not specific complaints concerning individuals (for
example: informing the ICT Manager of an inappropriate website or a security issue)

1 be available to deal with minor infringements of the esafety policy and rules, including accidental

infringements

T pass on to a nominated senior manager or Head teacher any complaint or evidence received concerning
individual pupils or staff misuse of ICT




Teaching and leami

The Internet is an essential element in 2Ist century life for education, business and social interaction. The school

has a duty to provide pupils with quality Internet access as part of their learning experience.

Internet use is a part of the statutory curriculum and a necessary tool for staff and pupils.

The school Internet access is facilitated through EXA Networks for pupil use and will include filtering appropriate
to the age of pupils.

Pupils will be taught what Internet use is acceptable and what is not and given clear objectives for Internet use.

Pupils will be educated in the effective use of the Internet in research, including the skills of knowledge location,

retrieval and evaluation

Pupils will be shown how to publish and present information to a wider audience.

Pupils will be taught how to evaluate Intemet content
The school will ensure that the use of Internet derived materials by staff and pupils complies with copyright law.

The school has a progressive e-safety education programme as part of the Computing curriculum / PSHE
curriculum. This will include e-safety lessons being taught each half term. This covers a range of skills and

behaviours appropriate to their age and experience, including:
9 to STOP and THINK before they CLICK
T to develop a range of strategies to evaluate and verify information before accepting its accuracy;

9 to be aware that the author of a web site / page may have a particular bias or purpose and to develop
skills to recognise what that may be;

9 to know how to narrow down or refine a search;

q [for older pupils] to understand how search engines work and to understand that this affects the results
they see at the top of the listings;

9 to understand acceptable behaviour when using an online environment / email, i.e. be polite, no bad or

abusive language or other inappropriate behaviour; keeping personal information private;

9 to understand how photographs can be manipulated and how web content can attract the wrong sort of
attention;

N to understand why on-line ‘friends’ may not be who they say they are and to understand why they should
be careful in online environments;

9 to understand why they should not post or share detailed accounts of their personal lives, contact
information, daily routines, location, photographs and videos and to know how to ensure they have
turned-on privacy settings;

9 to understand why they must not post pictures or videos of others without their permission;




to know not to download any files — such as music files - without permission;
[for older pupils] to understand why and how some people will ‘groom’ young people for sexual reasons;

that pupils will be taught the importance of cross-checking information before accepting its accuracy.
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that pupils are taught how to report unpleasant Internet content by telling a teacher. To know how to
report any abuse including cyberbullying; pupils are taught how to seek help if they experience problems
when using the Internet and related technologies, i.e. parent or carer, teacher or trusted staff member, or
an organisation such as ChildLine or the CLICK CEOP button (Hectar). The teacher must report this to
the ICT Manager or Safequarding team.

9 that Internet use is planned carefully to ensure that it is age-appropriate and supports the learning
objectives for specific curriculum areas.

9 that students will be reminded about their responsibilities through an Acceptable Use Agreement which

every student will sign which be kept in the Investors in Pupils File located in every classroom
q ensuring staff will model safe and responsible behaviour in their own use of technology during lessons.

T ensuring that when copying materials from the web, staff and pupils understand issues around plagiarism;
how to check copyright and also know that they must respect and acknowledge copyright / intellectual
property rights;

T ensuring that staff and pupils understand the issues around aspects of the commercial use of the Internet,
as age appropriate. This may include, risks in pop-ups; buying on-line; on-line gaming / gambling;

Children with Special Needs
ICT can be a positive tool for children with Special Educational Needs. Access to the Internet is therefore a vital

link with which communication to the outside world can be achieved. Access to the Internet can also stimulate
children to develop their ideas and research independently.

The school will endeavour to ensure that children with Special Educational Needs are made aware of the risks and
dangers of using ICT, within their understanding and abilities. The ICT Coordinator will make appropriate
resources available to facilitate this.




Information system security
School ICT systems security will be reviewed and updated as necessary.
Virus protection will be continuously updated.

Security strategies will be discussed with our internet provider, EXA Networks

Email
Pupils may only use approved e-mail accounts (Pupilmail) on the school system.
Pupils must immediately tell a teacher if they receive offensive e-mail.

In e-mail communication, pupils must not reveal their personal details or those of others, or arrange to meet
anyone without speciﬁc permission.

Incoming e-mail should be treated as suspicious and attachments not opened unless the author is known.
Pupil email is limited to internal use only.

The forwarding of chain mail is not permitted.

Published content and the school web site

Staff or pupil personal contact information will not generally be published. The contact details given online should

be the school office.

The Head tacker and governrs [




