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E Safety and Social M&dialance

Section 1
Overview

Harehills Primary School recognises that ICT and the internet are fantastic tools for learning and
communication that can be used in school to enhance the curriculum, challenge students and support
creativity and independence. Using ICT to share ideas can benefit everyone in the school community,
but it is important that the use of the internet and ICT is seen as a responsibility and that students and
staff use it appropriately and practice good e safety. It is important that all members of the school
community are aware of the dangers of using the internet and how they should conduct themselves
online.

E safety covers the use of the internet as well as mobile phones, electronic communications
technologies and the use of social media and social networks. We know that some adults will use these
technologies to harm children. The harm might range from sending hurtful or abusive texts and emails,
to enticing children to engage in sexually harmful conversations or actions online, webcam filming,
photography or face-to-face meetings. Staff have a duty of care to protect children from risk of harm,
as well as a duty to ensure their own conduct does not bring into question their suitability to work
with children.

This quidance takes into account the principals of the Safer Working Practice Guidance (HR Schools
2014), Harehills Primary School’s Code of Conduct as well as quidance from the Department for
Education (Safequarding Children in a Digital Work) and CEOP (Child Exploitation and Online
Protection).

This guidance applies to all staff employed either directly or indirectly by Harehills Primary School as
well as volunteers and staﬁ not employed by the school but based at the school. All sta_ff are expected
to adhere to this code of practice to ensure the safety of the children in their care. Any member of staff

found to be in breach of these quidelines may be subject to disciplinary action.

‘Children’ will refer to any child or young person under the care of staff.
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Section 2
R ibiliti

Staff are responsible for their own actions and must act, and be seen to act, in the best interests of
children at all times. Staff must ensure they understand and adhere to this quidance as well as
Harehills Primary School’s ICT code of conduct. Staff are responsible for acting promptly to prevent
and safequarding children from potential abuse online and for reporting any concerns in accordance
with the Child Protection Policy and Procedures.

Staff are solely responsible for any content on their own personal social media networks and electronic
devices. This means that staff are responsible for managing their own applications and content to
ensure that it does not breach the school’s code of conduct and professional expectations. Staff are
personally responsible for security and privacy settings when using social media via their chosen
equipment and as such failing to ensure adequate and appropriate settings are in place may lead to
disciplinary action should the content be found to breach school expectations.

Staff are also responsible for ensuring their own use of ICT and social media is professional and
appropriate at all times. Staff must be aware that their conduct online, both inside and outside of
school, must not breach the school’s code of conduct or professional expectations. Any behaviour that

is deemed to breach such expectations may be subject to disciplinary action.
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Section 3
Social C th Pupils. Child Y Peop!

Staff must not establish or seek to establish social contact with pupils, children or young people for the
purpose of securing a friendship or to pursue or strengthen a relationship. Even if a pupil, child or
young person seeks to establish social contact, or if this occurs coincidentally, the member of staff
should exercise their professional judgement in making a response and be aware that such social
contact could be misconstrued. Staff should alert the Headteacher of any such contact immediately.

All contact with children should be through appropriate channels at all times and should be within
clear and explicit professional boundaries. This means staff should only contact children in school,
using school equipment and regarding school matters, with appropriate permission from senior
leadership.

Staff should not give, nor be required to give, their personal details such as home or mobile number,
social media identities or personal email addresses to children. Staff should not use any of the above
means to contact pupils without the prior and explicit consent of the Headteacher. Any member of staff
found to be in contact with children through any of the above means, or any other unapproved

method, without prior consent may be subject to disciplinary action.

Internal email and approved contact systems should only be used in accordance with the appropriate
ICT policy and/or acceptable use policy. This means that staff should:

I Avoid any contact which may lead a reasonable person to question their motives or intentions

9 Inform the Headteacher of any social contact they have with a child which may give rise to

concern

q Report and record any situation which they feel may compromise the reputation of the school
or their own professional standing
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Section 4
Social Medi

Staff should not have contact with children using social media, and specifically social networking sites
without prior permission of the Headteacher. Staff must not add children as friends or respond to
friend requests. If a member of staff suspects that an existing friend is a student, child or young
person, they must take reasonable steps to check the identity of the individual and end the friendship.

It is recognised that personal access to social networking sites outside the work environment is at the
discretion of the individual however members of staff should consider their use of social networks as
they take on the responsibilities of a professional, taking particular care to secure personal information
and ensure their use of such networking sites is respectable and appropriate at all times.

Secure and suitable strength passwords should be devised and security settings should be applied so
access to your profile and the information contained is limited to those explicitly given access. It is
also advisable to log out of any sites on a personal computer or an application on a mobile device to

ensure maximum security.

Understand and check your privacy settings on your social media profiles so you can choose who to
limit who has access to your data. You may also want to consider how much personal information

you include on your profile.

Personal profiles on social networking sites and other internet posting forums must not identify your
employer or place of work and careful consideration should be given to information which is published
on such sites. For example, information which is confidential or could put others at risk should not be

posted on such public domains.

All postings to social media websites should be considered in the public domain. Therefore, only post
comments, videos and pictures which you would be happy to share with any group of friends,

strangers or colleagues.
Material published by staff in a social context which is considered to bring the school into disrepute or

considered harmful to, or harassment of a pupil, colleagues or member of the school community will be
dealt with under the disciplinary procedure.
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Section 5
I iate Material

When considering what is defined as inappropriate material it is important to differentiate between
inappropriate and illegal and inappropriate but legal. All staff should be aware that in the former, case
investigation may lead to criminal investigation, prosecution dismissal and barring. In the latter it can
still lead to disciplinary action, dismissal and barring even if there is no criminal prosecution.

Illegal Material

It is illegal to possess or distribute indecent images of a person under 18 and viewing such images on-
line may constitute possession even if not saved. Accessing indecent images of children on the internet,
and making, storing or disseminating such material is illegal and if proven will invariably lead to the
individual being barred from work with children and young people.

Material which incites hate, harm or harassment

There are a range of offences in relation to incitement of hatred on the basis of race, religion, sexual
orientation and particular offences concerning harassing or threatening individuals which includes cyber
bullying by mobile phone and social networking sites etc. It is an offence to send indecent, offensive or

threatening messages with the purpose of causing the recipient distress or anxiety.

Professionallu I ate Material

Actions outside the work place that could be considered so serious as to fundamentally breach the trust
and confidence in the employee may constitute gross misconduct. These actions may not always be
illegal. For example, using work equipment to access inappropriate or indecent material, including
‘adult pornography', will give the school or service rightful cause for concern particularly if as a result
children or young people might be exposed to inappropriate of indecent material. Such behaviour

would be considered inappropriate and could result in disciplinary action.

Some examples of inappropriate material and actions are:

Posting offensive or insulting comments about colleagues on social networking sites;

Accessing adult pornography on work based computers during break;

Making derogatory comments about pupils or colleagues on social networking sites;

Posting unprofessional comments about one’s profession or workplace on social networking sites;

Making inappropriate statements or asking inappropriate questions about pupils on social networking
sites;

Contacting pupils by email or social networking without senior staff approval;

Trading in fetish equipment or adult pornography.

Section 6
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Creating [ ¢ Pupils through Vid - :

Many work based activities involve recording images and these may be undertaken as part of the curriculum,
extra school activities, for publicity, or to celebrate achievement. However, written permission must be
gained from legal quardians as well as senior management prior to creating any images of children.

Using images of children for publicity purposes requires the age-appropriate consent of the individual

=
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